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Platform Overview

The Threat Detector platform is a comprehensive and advanced solution
exclusively designed for companies and organizations to proactively detect
and analyze cyber threats. It enables continuous monitoring of digital
activities, offering precise analyses of leaked data and potential risks. The
Threat Detector platform aims to protect sensitive information and reduce
security risks through advanced technological tools, empowering
organizations to strengthen digital defenses and make informed security
decisions.
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Platform Features

1 - Real-time Proactive Monitoring
® The platform offers continuous monitoring of digital activities to detect potential cyber
threats instantly. Organizations receive immediate alerts on any suspicious activity or
heightened risks, enabling them to take preventive actions at the right time.

2 - Comprehensive and Customized Leaked Data Analysis
® Threat Detector provides detailed analysis of leaked data from various sources, including
confidential logs, compromised sites, and leaked databases. Analyses can be customized to
align with the organization’s specific needs, focusing on data type and risk nature.

3 - Customizable Reporting Interface
® The platform offers flexible, customizable reports, allowing organizations to create detailed
reports on threats and risks tailored to their requirements. These reports include clear
summaries and recommendations to enhance cybersecurity measures.
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Platform Features

4 - Easy Integration and Security Management
® The platform integrates seamlessly with existing security systems within organizations,
offering centralized security management tools. This enables organizations to track
vulnerabilities and manage threats through a single, user-friendly interface.

5 - Advanced Sector-specific Analysis
® The Threat Detector platform provides tailored analyses for various industries, including
financial, healthcare, and retail sectors, helping organizations understand common threats
in their field and take necessary precautions to safequard data.

6 - Continuous Support and Innovative Security Solutions
® Users benefit from ongoing technical support by a specialized cybersecurity team, along
with advanced solutions to counter evolving threats. The platform is reqularly updated to
stay ahead of new challenges in cybersecurity.
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Dasboard

The Dashboard section is designed to provide an overview of key statistics
and metrics across all sections of the system. It offers a comprehensive
summary that helps users quickly understand the current state of various
activities and data within the platform. For example, users can view the
total number of data breaches detected, the number of alerts generated,
and other critical information related to security incidents and system
performance. This section is essential for monitoring the overall security
posture, enabling users to identify trends, spot potential issues, and make
informed decisions based on real-time data.
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Tracking Threats

This section is dedicated to tracking the company’s emails or IP addresses. When
any new data leak occurs, an immediate and urgent alert is issued. The section
includes the following tasks:

® Monitoring the company's emails and IP addresses.

® Detecting new data leaks as soon as they occur.

® TJssuing immediate and urgent alerts to the relevant departments within the

company about new leaks.
® Providing detailed reports on the discovered incidents.

This section aims to enhance the company's immediate protection by continuously
monitoring for new leaks and issuing necessary alerts for prompt action.
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Email Breach Intelligence

This section specializes in extracting leaked data for companies based on the il
type of breach. It gathers information related to
® Email Address R
® Passwords
® (Cookies
® QOther details such as phone numbers and country, among others.
The section aims to provide detailed and accurate analysis of leaked data to -
enhance companies’ cybersecurity and improve strategies for preventing -

future breaches.

Email Breach Intelligence

A section dedicated to extracting
leaked extracts from your institution
or facility, depending on Your
Domain and emails .

Email Breach Intelligence
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i Leaked Description:

leaks in companies typically cccur when hackers exploit security weaknesses to access confidential information. which is
then sold or shared publicly. It's nat your fault, and your personal

dovice remains safe: the Issue lies with the data leaked.

# Leaked From:

Leaked From
school maos.ru

Leaked Time
2022-09

Social Media Platforms

The section aims to provide detailed and accurate analysis of leaked data
to enhance companies’ cybersecurity and improve strategies for

preventing future breaches.
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Employees Malware Logs

This section specializes in extracting data from employees affected by BTUREAT =
malware. It offers the following services
® (Collecting and Documenting Incidents: Detailed recording of email A section dsdlcated to extracting

data leaked from your organization

or facility through hacked or virus-

and credential compromise incidents related to malware. infocted dovices .
® Analyzing Compromised Data: Conducting in-depth analysis of data
extracted from compromised employee devices. e
® Comprehensive Reporting: Providing detailed reports on breaches and
compromised credentials.
® (Categorizing Breach Information: Organizing data by breach type,
source, and affected employee.
The aim of this section is to provide clear insights into malware-related
incidents, helping organizations strengthen their defenses and protect
sensitive employee information.
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Employees Malware Logs

A section dedicated to extracting data leaked from your erganization or facility through hacked or

virus-infected devices .

Data Collection Provenance

= We collect data exclusively from public sources, including:
= Corporate Security Breaches
& Public Data Leaks and Forums
= Various Hacking Platforms

Data Search and Utilization

= You can search about your information, including:
= Email Addresses
= Main Domain

Expected outputs and results

= Tha data cannot be uniform in the output, but the following data is monitored,

= Email Address
= Password
= Origin Enks as domains and host ip

Employees Malware

EBTHREAT
( Dashboard

& Tracking Threats
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Leaked Information #0

i Leaked Description:

Data harvested by malwane from infected persenal devices, including sensitive information such as credentials, personal

dotalls, and financial data, The stoken data ks used by cybercriminals for various malicious activities.

& Leaked From:

Leaked From
Mabware Logs:

Leaked Time
2024-9-10

A Dataleaked:

Email
me@examgle.com

Password
Frovhvevtver

Url Links

example.com

@ (@) ‘LownRisk

The Data We Scan It
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Scan Statistics

Total of Employees Malware
Logs:

Total of data leaked : 289

Total of emails found : 260

Total of links found : 250

Total of IF found : o

Totsl of phone nemters
fownd:

Total Residential addresies 0
found :

Total of usernames in
Socials found :

Logs
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This section provides essential advice and guidelines for securing your accounts and
data, along with detailed statistics to help you understand potential threats.

We offer recommendations to enhance the protection of your information, including
guidance on changing passwords and setting up multi-factor authentication.
Additionally, the section includes statistical data showing the percentage of

incidents related to malware logs, supporting you in making informed decisions to
strengthen your company’s security.

'Y

Advice

Thaft Logs Leak Discovered in Your Company 'We would B to
infom you that after thorsugh investigations. a theft logs leak
has ben discovered within your company. This leak inchades
sensithe information such as usemames, passwords, and
email addresses belonging to your clients or employeses. Such
data may be at risk of exploitation by unauthorized parties.
pasing & threat to information security and individual privacy.

Advice

We have detected password leaks associated with your
accounts. immediate action is required to protect your
spcurity. Wo strongly recommond changing your passwards
and reviewing your account security settings to address those
vulnerabdities. Additionally, consider enabling multi-factos
authentication for enhanced protection.

Leaked Statistics

& Malware Logs
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Customers Malware Logs

This section focuses on identifying and analyzing data from customers BIRRRAT
affected by malware. It includes:
® Incident Documentation: Recording detailed cases of malware-related e
data compromises involving customers. ““""""““
® Data Analysis: Conducting in-depth analysis of compromised data to
understand the extent of the breach and potential impacts on customers.
® Comprehensive Reporting: Providing detailed reports on discovered
breaches, including recommendations for risk mitigation.
® Data Categorization: Organizing compromised data by breach type,
source, and affected customer details.
The goal of this section is to provide insights into customer-focused malware
incidents, assisting organizations in safequarding their clients’ sensitive
information and enhancing overall security measures.

2

A section is dedicated to extracting
theft logs for customers by
targeting your domain or
subdomain. This section focuses on
identifying and retrieving sensitive
information that may have been
compromised through malware.

Search Type

Domain [ exampile.com )

Customers Malware Logs

. Data Collection Provenance
= Wo rellect data svehchoby fra
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Device Breach Tracker
This section is dedicated to tracking compromised and affected devices impacted BTHREAT =
by stealer logs, where files and data have been leaked. It provides a detailed
analysis, including: :MT O W
® Compromised Device Name: Identifying the name of each affected device. wnoseflesand datahave boen |
® Device IP Address: Recording the IP address associated with the e
compromised device. .
® Device HWID: Documenting the unique hardware ID (HWID) of the device.
® Extracted Files: Listing files extracted from the device, along with the path for T
cach leaked file. i ; Dt”tp S
® Affected Files Display: Showing details of the files impacted by the breach. e v

® Breach Date: Indicating the date when the device was compromised.
The section aims to provide comprehensive and precise information on device
breach incidents related to stealer logs, supporting investigations and enhancing
security measures.

©
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Leaked Information #0

i Leakinformation ) Device information ]

& Device information :

Device Hame :
CH[COZB0ZCB0S0AZCREQDRSEBAAADST2TS] [2025-05-

File Leaked -
CH[CD3E02CE050A2CEE0DB5EBAAADSTZFI3] [2023-05

File Hamae :

File Size :
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This section is designed to extract all leaked data from compromised devices. It provides
comprehensive details, including:
® | eaked File Paths and Affected Data: Lists all the files and data affected by the breach, with
the exact path for each leaked file.
Device Access Date: Indicates the date when the device was accessed.
Compromised Device Information: Provides detailed information about the device that was
compromised.
® [nfected File Path: Shows the path to the infected file that led to the compromise.
The importance of this section lies in its ability to deliver accurate and exhaustive insights into
device breaches. By documenting all aspects of the compromised data, this section supports
thorough investigations and enables the organization to take targeted actions to protect
against similar breaches in the future.
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Path Breach Detector
This section specializes in identifying and extracting all leaked paths related to BTURRAT =
the company, whether they stem from compromised devices, archive sites, or e
WHOIS records. The section’s activities include: iEiectingiscmiats footme od-o
® (Collection and Documentation: Gathering and thoroughly documenting all S — comprarised e o o i?;
leaked paths associated with the company’s domains, subdomains, or IP S -
addresses. o L[ s =
® Path Analysis: Analyzing each path to identify its source and intended target. ——
® Detailed Reporting: Providing a comprehensive list of compromised paths, T
including sensitive information such as usernames, passwords, and any other ® sisiobctormes

critical data contained within the leaks.
The purpose of this section is to offer companies a full overview of their leaked
paths, allowing them to strengthen their digital security measures and develop
effective preventive strategies against future leaks.
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Leaked Information #1256 & High

i

Leaked Description :

Data harvested by malware from infected personal devices, including sensitive information such as credentials, personal
details, and financial data. The stolen data is used by cybercriminals for various malicious activities.

# Leaked From:

A

Leaked From
Malware Logs

Leaked Time
Not Found

Data Leaked :

Link
http:ecample.com/my-login

Path Breach Detector

EBTHREAT = e

[
Detector

Your Task info
{3 Dashboard
» .
G Tracking Thisats Result of scanning the domain example.com &
] Path Breach Detector Tool
[ Risk Level (@ Info about leaked data
= Emall Breach Intelligence (D) Total of datalacked  [F] Adwice about what to do
h Employees Malware Logs
2 Customars Malware Logs
) Critical Risk @ High Riisk 0] Medium Risk @ Law Risk @
) Device Breach Tracker O : & '& @
3.5k 1.7k 1) 0
& Path Breach Detector
@& Dark Web Monitoring
Maoro Statistics Raw Data
BZ YourTasks
Leaked Information #0 £ High The Data We Scan It
D Lasts Hathr news
i Leaked Description : & example.com
£ Hack News
Data harvested by malware from infected personal devices, including sensithve information such as credentials, personal
details, and financial data. The stoken data s used by cybercriminals for various malicious activitics.
€3 Support Scan Statistics
3 Ticket @ Leaked From:
Total of logs 3570
Leaked From
Sheonmre L20V Total of data leaked : 5280
Leaked Time
Nt Found Total of emails found : []

The purpose of this section is to offer companies a full overview of
their leaked paths, allowing them to strengthen their digital security

measures and develop effective preventive strategies against future
leaks.

Leaked Information #29

Leaked Description :

(D) Critical

Data harvested by malware from infected personal devices. including sensitive information such as credentials, personal

details, and financial data. The stolen data is used by cybercriminals for various malicious activities.

Leaked From:

Leaked From
Malware Logs

Leaked Time
Mot Found

Data Leaked :
Link

hitp:ffexample.com/fadmin/admin/index/findec/key/adPod4 bdbcf3328febe38bebS e 651af T6H b TE T74c09 DB2T9 Ba08 6876

BaZadminadmini24



Dark Web Monitoring

This section is dedicated to extracting leaked data from all branches
of the dark web, including

® Tor: Focuses on tracking and extracting leaked data from the Tor
network within the dark web.

® [2P: Monitors and extracts leaked data from the I12P network.

® |eaks Private : Specializes in monitoring and extracting private
data from the dark web, including stealer logs, text files, and other
sensitive data from hacker sites, forums, Telegram channels,
Discord servers, and other platforms.

CETHREAT

£ Support

Tor

A section dedicated to extracting
data leaked from your organization
or facility through DarkWeb Sites
and databases.

IP Address

Tor

Sites and databases
. Data Collection Provenance
Wi colloct data exclushaty fron

« Wecolloct data o
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! Leaked Information #1

PrOMO.COm_comb,

File Size

B Actions:

Dark Web Monitoring

Key Tasks of the Section

® (Continuous monitoring of activities across all branches of the dark web
(Tor, I2P, and Leaks Private).
° Extracting leaked data, identifying leak sources, and analyzing the
details of compromised data.
® Providing comprehensive reports on leaked data and potential sources,
helping companies take preventive actions and protect their sensitive
information.

©

Leaked Information #2

i Leaked Description:

Data leaks in companies typically ocour when hackers exploit security weaknesses to access confidential information, which is

thien soid or shared publicly. it's not your fault. and your personal devioe remains safes the ssue lies with the data leaked.
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Tasks

The Tasks sec on of the Cyber Sen nel Dashboard is a comprehensive repository of
detailed reports from all sec ons within the dashboard. This sec on includes

v Risk Analysis v Leak Statistics
An assessment of the risks The number of leaks recorded in
associated with each sec on. each sec on.

v Potential Risks v Mitigation Strategies
Iden fica on and evalua on of Recommenda ons and strategies for
poten al risks to the company. dealing with the leaks and mi ga ng

their impact on the company.
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3 Ticket
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