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Introduction

In 2025, phishing is no longer a passing trend it has become
the primary weapon in the cybercriminal’s arsenal. Smarter
techniques, more convincing messages, and highly targeted

attacks are now designed to exploit employees before systems.

It is low-cost for attackers, difficult to detect, and high-impact
for both individuals and organizations.

Today, phishing is not a possibility... it is a daily, real-world
threat.

Our response isn’t reactive it’s proactive.

Through realistic phishing attack simulations, we transform
your employees from a potential weakness into your first line
of defense, building genuine security awareness where most
attacks begin: the inbox.
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Welcome Checklist

Phishing Email Library

Filter Showe all emails

Payload: Info Request

EXPENSE
CLAIM
DISCREPANCY_

Email Address First Name Company

Email Address Il 1 ET o A
Update Duplicate

Delete

DocuSi

Glaobal Spam-Filter-Quarantine Glabal ign-Document
Interaction Rate: 21% 12 Interaction Rate: 23%
wification 1o mionm vou that emails addressed 1o vou have been placed i quar: Docusi'gn

Payroll sent you a document o review and sign

135+ Al-Powered Phishing Templates

Stay ahead of evolving threats with a rich library of 135+
realistic phishing templates, enhanced by artificial
intelligence and continuously updated to reflect the latest
real-world attack techniques.

Each template is designed to closely mimic modern phishing
campaigns, enabling highly effective simulations that test
employee awareness, uncover risk areas, and build lasting
security habits before real attackers strike.

What you get:

v 135+ modern,ready-to-use phishing templates

v Al-enhanced realism and adaptive scenarios

v Regular updates aligned with current threat trends

v Built for enterprise-grade phishing simulations



Conversational Phishing
Powered By Generative Al

Phish Proof can conduct conversational phishing,
replicating sophisticated phishing techniques, whereby
attackers establish back-and-forth communication to build
trust with their victims before delivering the phishing
payload. This capability is powered by Al and uses Open
Source Intelligence (OSINT) to make phishing conversations
realistic and contextually accurate. Each interaction is
unique and tailored to employees, leveraging its knowledge
to stay credible when questioned. Conversational

phishing is available over both email and voice calls.
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Subject

Body

Pamela Turing <pamela[.]Jturing@ai-attacker[.]Jcom> 10 minutes ago

[Urgent] Expense Claim Discrepancy
Hey Mike,
| hope you're doing welll Do you have a moment to go over an expense claim discrepancy?

Best,
EETNEE]

.

*

Subject  Re: [Urgent] Expense Claim Discrepancy
Body Hi Pamela,
Yikes! My apologies in advance if | made a mistake. I'm available now. What do you need?
Thanks,
Mike
"

5 minutes ago

Mike Kirby <mike@victim[.]Jcom>

Q

Subject

Body

Pamela Turing <pamelal.]Jturing@ai-attacker[.Jcom> Received now

Re: [Urgent] Expense Claim Discrepancy
Hey Mike,

Before | can go into the details, could you please provide your employment start date and
your official job title. This is just a basic security measure we have in place to protect our
employees' information.

Best,
Pamela
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{Phish Proof

Learner Dashboard: faisal@hathr.sa

L

Badges Achieved

Multi-Factor

Gamified Learning with Compliance Certifications

Explore our ever-expanding library of free security awareness
training videos, delivered through interactive micro-learning
.modules enhanced with gamification

Each lesson is designed to turn complex security concepts into
.simple, engaging, and actionable learning experiences

Every module includes short assessments to measure
understanding. Upon completion, employees receive individual
compliance certificates, helping organizations demonstrate
.security awareness, readiness, and regulatory compliance

Real impact :
e 8 minutes average module completion time
e 50 topics to build lasting security habits
e Short quizzes to validate knowledge
e Individual compliance certificates per employee



Compliance and Standards
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Fundamental
Cybersecurity Controls

Phish Proof helps meet the
National Cybersecurity
Authority’s requirements
by boosting security
awareness and simulating
phishing attacks, ensuring
compliance with ongoing
training and awareness
regulations.

Compliant Controls

ISO 27001

Global Information
Security Standards

Phish Proof supports ISO
27001 compliance by
offering employee
awareness tools, risk-
reduction procedures, and
strategies to enhance your
organization’s internal
security.
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Saudi Central Bank

SAMA

Saudi Central Bank
Cybersecurity Framework

Phish Proof ensures
compliance with SAMA
requirements by offering
ongoing employee training
and realistic phishing
simulations to measure
and enhance threat
readiness and response.

Phish Proof enables your organization to meet both national
and global compliance standards and controls with ease

Aramco CCC

Aramco Information
Security Controls

Phish Proof supports CCC
program requirements with
tools for employee
awareness and behavioral
assessments, delivering
actionable reports to help
energy and industrial
companies stay compliant
with security regulations.

Additional Supported Frameworks
Phish Proof also supports compliance with additional frameworks, including
PCI DSS, NIST Cybersecurity Framework, GDPR, and other industry-specific requirements.
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Platform Hathr

Your Security Choice in Your
Digital World
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Contact us:

29 th oor, Al-Alya Towers, Tower B +966 552 300 849 ..
intersection of Al Tahlia and Alya St @ www.hathr.sa (9 840 -

Riyadh, KSA M info@hathr.sa « +966 112978 246 X hathrr_sa
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